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1 ISO/OSI Layer Model

1.1 Layer

	Layer
	Name
	Examples
	Remarks

	7
	Application
	SMTP, NFS, HTTP, FTP, TELNET, DNS, SNMP, POP, IMAP, LDAP
	

	6
	Presentation
	XDR
	

	5
	Session
	RPC
	

	4
	Transport
	TCP, UDP
	TCP = connection oriented (reliable)

UDP = connection less (fast)

	3
	Network
	IP, ICMP, IGMP
	IP-Address 32 Bit

Fragmentation of big Packets

MTU = ca. 1500 Bytes

	2
	Data Link
	ARP, RARP, SLIP, PPP
	MAC Address 48 Bit,

Translation from MAC to IP via ARP

	1
	Physical
	Ethernet, X.25
	


1.2 Structure of TCP/IP Data Packages

	ARP Header
	IP Header
	TCP Header
	Data


Header Size = 28+ 24 + 24 = 76 Bytes

1.3 Structure of UDP Data Packages

	ARP Header
	IP Header
	UDP Header
	Data


Header Size = 28+ 24 + 8 = 60 Bytes

1.4 ARP Datagram (RFC 826)

Word 1-7 = Header (28 Bytes)

	Hardware Type
	Protocol Type

	Hardware Addr. Len = 6
	Protocol Addr. Len = 4
	Opcode

	Source Hardware Address
	

	
	Source Protocol Address, Part 1

	Source Protocol Address, Part 2
	

	
	Destination Hardware Address

	Destination Protocol Address

	Data


1.5 IP Datagram (RFC 791)

Word 1-6 = Header (24 Bytes)

	Version
	IHL
	Type of Service
	Total Length

	Identification
	Flags
	Fragment Offset

	TTL = Time To Live
	Transport Protocol
	Header Checksum

	Source Address

	Destination Address

	Options
	Padding

	Data


1.6 TCP Datagram (RFC 793)

Word 1-6 = Header (24 Bytes)

	Source Port
	Destination Port

	Sequence No.

	Acknowledge No.

	Header Length
	Reserved
	Flags
	Frame Size

	TCP Checksum
	Priority

	Options
	Padding

	Data


1.7 UDP Datagram (RFC 768)

Word 1-2 = Header (8 Bytes)

	Source Port
	Destination Port

	Total Length
	UDP Checksum

	Data


1.8 ICMP Datagram (RFC 792)

Word 1 = Header (4 Bytes)

e.g. used for “ping”

	Type
	Code
	Checksum

	Data
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